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EX ECU T IV E SU MMAR Y  

Health care data privacy is at the heart of consumer trust in health care. Consumers want to trust that the 
health care system will not only keep them healthy, but also protect their most sensitive information.  

The foundation of that trust must be continually assessed and strengthened as technology is leveraged in 
new and innovative ways to deliver care, and vast amounts of data are being generated, aggregated and 
used across the health care ecosystem. This includes data generated in clinical settings like a hospital or 
physician office, but also data captured by consumers through apps and wearables and data used in and 
generated from artificial intelligence (AI) and other machine learning techniques.  

The privacy and security of this information is governed by a patchwork of federal and state laws. While 
the federal Health Insurance Portability and Accountability Act (HIPAA) protects health data maintained 
by payers, providers, and health care clearinghouses - health and other sensitive data is increasingly 
generated by or shared with new digital health tools or technologies that fall outside of HIPAA’s 
protections. Beyond HIPAA, there are no comprehensive data privacy rules in place at the federal level, 
however several states have enacted additional data privacy protections and both Congress and the 
Administration have recently taken steps to move towards a more active approach to addressing data 
privacy, including health data privacy. 

In December 2022, a wide range of organizations representing clinicians, hospitals, payers, technology 
companies, and consumer advocates came together to jointly host a Health IT Leadership Roundtable 
event on Maintaining Consumer Trust in Health Care Through Data Privacy and Patient Access.1 

Roundtable participants discussed the overall importance of maintaining consumers’ trust and right to 
access, and control access to, their health care data; opportunities and challenges created by existing 
regulatory frameworks for both HIPAA-covered and non-HIPAA covered health data; perceived gaps in 
data privacy and Congressional and Administration actions to address those gaps; and recommendations 
for moving forward.  

This White Paper summarizes many of the key conversations and perspectives raised during the 
Roundtable event, as well as key considerations for moving forward. The White Paper: (1) highlights 
limitations or gaps in HIPAA’s protection of health data and what current laws or protections exist at the 
state or federal level for health information that is not protected by HIPAA; (2) details recent actions taken 
by Congress and the Administration to advance consumer and patient access to their health information, 
while also maintaining adequate protections for health information; and (3) discusses the data privacy 
and consumer trust implications associated with new and emerging technologies that are becoming more 
commonplace in health settings. 

 

1 See Appendix for the agenda for the Health IT Leadership Roundtable – Maintaining Consumer Trust in Health Care Through Data Privacy and 

Patient Access. This is the fifth Health IT Leadership Roundtable convened by the Host Committee. For more information on previous Roundtable 
events and topics, see https://sironastrategies.com/tag/health-it-leadership-rountable  

https://sironastrategies.com/health-it-leadership-roundtable-5-maintaining-consumer-trust-in-health-care-through-data-privacy-and-secure-patient-access-to-health-information/
https://sironastrategies.com/tag/health-it-leadership-rountable


https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_Chart.pdf
https://www.ama-assn.org/press-center/press-releases/patient-survey-shows-unresolved-tension-over-health-data-privacy
https://public3.pagefreezer.com/content/HHS.gov/31-12-2020T08:51/https:/www.hhs.gov/about/news/2020/12/10/hhs-proposes-modifications-hipaa-privacy-rule-empower-patients-improve-coordinated-care-reduce-regulatory-burdens.html
https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_Chart.pdf
https://www.ama-assn.org/press-center/press-releases/patient-survey-shows-unresolved-tension-over-health-data-privacy


https://www.cms.gov/newsroom/fact-sheets/advancing-interoperability-and-improving-prior-authorization-processes-proposed-rule-cms-0057-p-fact
https://www.cms.gov/newsroom/fact-sheets/administrative-simplification-adoption-standards-health-care-attachments-transactions-and-electronic
https://www.healthit.gov/sites/default/files/page2/2020-03/TheONCCuresActFinalRule.pdf
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access-right-health-apps-apis/index.html#:~:text=HIPAA%20does%20not,another%20business%20associate).
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access-right-health-apps-apis/index.html#:~:text=Q%3A%20Does%20a,information%20it%20received%3F
https://www.ftc.gov/legal-library/browse/statutes/federal-trade-commission-act
https://public3.pagefreezer.com/content/HHS.gov/31-12-2020T08:51/https:/www.hhs.gov/about/news/2020/12/10/hhs-proposes-modifications-hipaa-privacy-rule-empower-patients-improve-coordinated-care-reduce-regulatory-burdens.html
https://public3.pagefreezer.com/content/HHS.gov/31-12-2020T08:51/https:/www.hhs.gov/about/news/2020/12/10/hhs-proposes-modifications-hipaa-privacy-rule-empower-patients-improve-coordinated-care-reduce-regulatory-burdens.html
https://public3.pagefreezer.com/content/HHS.gov/31-12-2020T08:51/https:/www.hhs.gov/about/news/2020/12/10/hhs-proposes-modifications-hipaa-privacy-rule-empower-patients-improve-coordinated-care-reduce-regulatory-burdens.html
https://www.cms.gov/newsroom/fact-sheets/advancing-interoperability-and-improving-prior-authorization-processes-proposed-rule-cms-0057-p-fact
https://www.cms.gov/newsroom/fact-sheets/advancing-interoperability-and-improving-prior-authorization-processes-proposed-rule-cms-0057-p-fact
https://www.cms.gov/newsroom/fact-sheets/administrative-simplification-adoption-standards-health-care-attachments-transactions-and-electronic
https://www.cms.gov/newsroom/fact-sheets/administrative-simplification-adoption-standards-health-care-attachments-transactions-and-electronic
https://www.healthit.gov/sites/default/files/page2/2020-03/TheONCCuresActFinalRule.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/summary/privacysummary.pdf
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access-right-health-apps-apis/index.html#:~:text=HIPAA%20does%20not,another%20business%20associate
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access-right-health-apps-apis/index.html#:~:text=HIPAA%20does%20not,another%20business%20associate


https://www.ftc.gov/legal-library/browse/rules/health-breach-notification-rule
https://iapp.org/media/pdf/resource_center/ca_privacy_rights_act_2020_ballot_initiative.pdf
https://www.vox.com/recode/22363011/hipaa-not-hippa-explained-health-privacy
https://bok.ahima.org/doc?oid=302049#.Y72oI3bMI2w:~:text=It%E2%80%99s%20not%20uncommon%20for%20consumers%20to%20be%20confused%20about%20how%20HIPAA%20actually%20applies%20to%20them.
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-A/section-171.103
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-D/part-171/subpart-A/section-171.103
https://www.ama-assn.org/system/files/2020-02/patient-records-playbook.pdf
https://www.ftc.gov/legal-library/browse/statutes/federal-trade-commission-act
https://www.ftc.gov/legal-library/browse/statutes/federal-trade-commission-act
https://www.ftc.gov/legal-library/browse/rules/health-breach-notification-rule
https://iapp.org/media/pdf/resource_center/ca_privacy_rights_act_2020_ballot_initiative.pdf
https://www.vox.com/recode/22363011/hipaa-not-hippa-explained-health-privacy
https://bok.ahima.org/doc?oid=302049#.Y9gYGnbMIuV
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to be used as an educational manual for medical professionals that focused on dispelling myths around 
HIPAA and helping physicians understand their obligations to provide health care consumers with access 
to their health information, including through a third party or app.17  

Additionally, in January 2022 the College of Healthcare Information Management Executives (CHIME) and 
the Workgroup for Electronic Data Exchange (WEDI) developed the “THINK BEFORE YOU CLICK” resource 
that includes a five-step checklist to assist consumers who are looking to share their health information 
with third-party apps.18 

Similarly, OCR released guidance in June of 2022 reminding consumers that HIPAA rules generally do not 
protect the privacy and security of individual health information when it is accessed through, stored, or 
shared via a personal cell phone, tablet, app, or other technology.19  

HHS Office of the National Coordinator for Health IT, HHS, and OCR have also approved and/or published 
several resources to assist providers in understanding and better integrating HIPAA into their practice, 
including a booklet on HIPAA basics for providers.20,21 Additionally, in December 2022, HHS OCR issued a 
bulletin highlighting the obligations of HIPAA on regulated entities when using online tracking 

https://chimecentral.org/wp-content/uploads/2022/05/ThinkBeforeYourClick_Jan2022REVISEDMay162022_CHIME.pdf
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/cell-phone-hipaa/index.html
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.ftc.gov/business-guidance/resources/mobile-health-apps-interactive-tool
https://www.nytimes.com/wirecutter/blog/state-of-privacy-laws-in-us/
https://www.ftc.gov/business-guidance/privacy-security/health-privacy
https://www.ftc.gov/legal-library/browse/statutes/fair-credit-reporting-act
https://www.ftc.gov/legal-library/browse/statutes/childrens-online-privacy-protection-act
https://www.ftc.gov/business-guidance/privacy-security/gramm-leach-bliley-act
https://www.ama-assn.org/system/files/2020-02/patient-records-playbook.pdf
https://www.ama-assn.org/system/files/2020-02/patient-records-playbook.pdf
https://chimecentral.org/wp-content/uploads/2022/05/ThinkBeforeYourClick_Jan2022REVISEDMay162022_CHIME.pdf
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/cell-phone-hipaa/index.html
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.ftc.gov/business-guidance/resources/mobile-health-apps-interactive-tool
https://www.ftc.gov/business-guidance/resources/mobile-health-apps-interactive-tool
https://www.nytimes.com/wirecutter/blog/state-of-privacy-laws-in-us/
https://www.ftc.gov/business-guidance/privacy-security/health-privacy
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consumer data; and the 

https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://morningconsult.com/2022/06/15/support-for-federal-data-privacy-law/
https://www.federalregister.gov/documents/2022/08/22/2022-17752/trade-regulation-rule-on-commercial-surveillance-and-data-security
https://www.congress.gov/bill/117th-congress/house-bill/8152?r=29
https://www.ftc.gov/legal-library/browse/statutes/fair-credit-reporting-act
https://www.ftc.gov/legal-library/browse/statutes/childrens-online-privacy-protection-act
https://www.ftc.gov/legal-library/browse/statutes/childrens-online-privacy-protection-act
https://www.ftc.gov/business-guidance/privacy-security/gramm-leach-bliley-act
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://morningconsult.com/2022/06/15/support-for-federal-data-privacy-law/
https://www.federalregister.gov/documents/2022/08/22/2022-17752/trade-regulation-rule-on-commercial-surveillance-and-data-security
https://www.congress.gov/bill/117th-congress/house-bill/8152?r=29
https://www.congress.gov/bill/117th-congress/house-bill/8152?r=29


https://crsreports.congress.gov/product/pdf/LSB/LSB10776#:~:text=Private%20right%20of%20action.,-The%20bill%20would&text=Injured%20individuals%2C%20or%20classes%20of,attorney%20general%20before%20bringing%20suit.
https://www.congress.gov/bill/117th-congress/senate-bill/3620?s=1&r=2
https://www.congress.gov/bill/117th-congress/senate-bill/3620?s=1&r=2
https://www.congress.gov/bill/117th-congress/senate-bill/4738/text?r=10&s=1
https://www.congress.gov/bill/117th-congress/senate-bill/4738/text?r=10&s=1
https://www.congress.gov/bill/117th-congress/senate-bill/3195?q=%7B%22search%22%3A%5B%22cantwell%22%2C%22cantwell%22%5D%7D&s=6&r=13
https://www.scotusblog.com/case-files/cases/dobbs-v-jackson-womens-health-organization/
https://www.congress.gov/bill/117th-congress/house-bill/8111?q=%7B%22search%22%3A%5B%22my+body+my+data%22%2C%22my%22%2C%22body%22%2C%22data%22%5D%7D&s=1&r=2
https://crsreports.congress.gov/product/pdf/LSB/LSB10776#:~:text=Private%20right%20of%20action.,-The%20bill%20would&text=Injured%20individuals%2C%20or%20classes%20of,attorney%20general%20before%20bringing%20suit
https://crsreports.congress.gov/product/pdf/LSB/LSB10776#:~:text=Private%20right%20of%20action.,-The%20bill%20would&text=Injured%20individuals%2C%20or%20classes%20of,attorney%20general%20before%20bringing%20suit
https://www.congress.gov/bill/117th-congress/senate-bill/3620?s=1&r=2
https://www.congress.gov/bill/117th-congress/senate-bill/3620?s=1&r=2
https://www.congress.gov/bill/117th-congress/senate-bill/4738/text?r=10&s=1
https://www.congress.gov/bill/117th-congress/senate-bill/4738/text?r=10&s=1
https://www.congress.gov/bill/117th-congress/senate-bill/3195?q=%7B%22search%22%3A%5B%22cantwell%22%2C%22cantwell%22%5D%7D&s=6&r=13
https://www.congress.gov/bill/117th-congress/senate-bill/3195?q=%7B%22search%22%3A%5B%22cantwell%22%2C%22cantwell%22%5D%7D&s=6&r=13
https://www.scotusblog.com/case-files/cases/dobbs-v-jackson-womens-health-organization/
https://www.scotusblog.com/case-files/cases/dobbs-v-jackson-womens-health-organization/
https://www.congress.gov/bill/117th-congress/house-bill/8111?q=%7B%22search%22%3A%5B%22my+body+my+data%22%2C%22my%22%2C%22body%22%2C%22data%22%5D%7D&s=1&r=2
https://www.congress.gov/bill/117th-congress/house-bill/8111?q=%7B%22search%22%3A%5B%22my+body+my+data%22%2C%22my%22%2C%22body%22%2C%22data%22%5D%7D&s=1&r=2
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STA T E APP R OACH ES  T O DA TA PR IVAC Y  

Given the complexity of the current data economy and the 
lack of federal protections, several states have stepped in to 
enact state-level laws regulating data privacy. The California 
Consumer Privacy Act (CCPA), which came into effect on 
January 1, 2020, made California the first state with a 
comprehensive consumer privacy law and gave Californians 
new rights concerning their personal information.39 The 
CCPA and the California Privacy Rights Act (CPRA), a ballot 
measure approved by California voters in November 2020, 
catalyzed an emergence of proposed state privacy laws 
across several other states. 13 

State-level momentum for comprehensive privacy laws has rapidly increased to fill the void left by federal 
lawmakers. In 2022, 60 comprehensive consumer privacy bills were considered across 29 states, resulting 
in an increase of 106 percent in bills considered between 2022 and 2021, when only 29 bills were 
considered.40 In addition, five states (Georgia, Indiana, Maine, Michigan, and Vermont) considered 
comprehensive consumer privacy bills for the first time and two states (Connecticut and Utah) passed 
new consumer privacy laws. Both the Connecticut and Utah laws, effective July 1, 2023 and December 31, 
2023 respectively, considered “sensitive data” to include data or information regarding an individual’s 
mental or physical health or diagnosis.41,42 Additionally, both laws, similar to the CCPA as amended by the 
California Privacy Rights Act (CPRA), contain exemptions for covered entities, business associates and 
protected health information subject to HIPAA.  

IND US T RY & S TA KEH O LD ER  AC TI O N  

As the Administration, Congress, and states contemplate and take steps to modernize data privacy laws 
and rules, several health care stakeholder organizations have worked to identify key health data privacy 
principles and recommendations for their consideration.  

For instance, in March 2022, the Executives for Health Innovation (EHI) released a report with guidance 
for protecting non-HIPAA-covered health data held by health tech companies.43 In the report, EHI 
advocated for the adoption of industry-wide self-regulated standards for entities to follow. This report 
builds on previous work done by EHI and the Center for Democracy & Technology (CDT) when the 
organizations released a proposed Consumer Privacy Framework for Health Data in February 2021.44 The 
Framework outlined gaps in legal protections and discussed how non-HIPAA-covered health data should 

 

39 C

https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://iapp.org/media/pdf/resource_center/ca_privacy_rights_act_2020_ballot_initiative.pdf
https://iapp.org/media/pdf/resource_center/infographic_privacy_matters_in_the_us_states.pdf
https://www.cga.ct.gov/2022/ACT/PA/PDF/2022PA-00015-R00SB-00006-PA.PDF
https://le.utah.gov/~2022/bills/static/SB0227.html
https://www.ehidc.org/sites/default/files/Report_The%20Case%20for%20Accountability_2022.pdf?utm_source=Website&utm_medium=Report&utm_campaign=PrivacyFramework_2022
https://cdt.org/insights/cdt-ehis-proposed-consumer-privacy-framework-for-health-data/
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://iapp.org/media/pdf/resource_center/infographic_privacy_matters_in_the_us_states.pdf
https://www.cga.ct.gov/2022/ACT/PA/PDF/2022PA-00015-R00SB-00006-PA.PDF
https://le.utah.gov/~2022/bills/static/SB0227.html
https://www.ehidc.org/sites/default/files/Report_The%20Case%20for%20Accountability_2022.pdf?utm_source=Website&utm_medium=Report&utm_campaign=PrivacyFramework_2022
https://www.ehidc.org/sites/default/files/Report_The%20Case%20for%20Accountability_2022.pdf?utm_source=Website&utm_medium=Report&utm_campaign=PrivacyFramework_2022
https://cdt.org/insights/cdt-ehis-proposed-consumer-privacy-framework-for-health-data/


https://cdn.cta.tech/cta/media/media/membership/pdfs/final-cta-guiding-principles-for-the-privacy-of-personal-health-and-wellness-information.pdf
https://www.ama-assn.org/system/files/2020-05/privacy-principles.pdf
https://www.carinalliance.com/wp-content/uploads/2020/07/2020_CARIN_Code_of_Conduct_May-2020.pdf
https://cdn.cta.tech/cta/media/media/membership/pdfs/final-cta-guiding-principles-for-the-privacy-of-personal-health-and-wellness-information.pdf
https://cdn.cta.tech/cta/media/media/membership/pdfs/final-cta-guiding-principles-for-the-privacy-of-personal-health-and-wellness-information.pdf
https://www.ama-assn.org/system/files/2020-05/privacy-principles.pdf
https://www.ama-assn.org/system/files/2020-05/privacy-principles.pdf
https://www.carinalliance.com/wp-content/uploads/2020/07/2020_CARIN_Code_of_Conduct_May-2020.pdf
https://www.carinalliance.com/wp-content/uploads/2020/07/2020_CARIN_Code_of_Conduct_May-2020.pdf
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KEY TA KEAWA YS  

Speakers and panelists participating in the Health IT Leadership Roundtable event on Maintaining 
Consumer Trust in Health Care Through Data Privacy and Patient Access agreed that recent actions taken 
by the federal and state governments emphasize and advance the need to increase consumer and covered 
entity understanding of current health data protections, including HIPAA’s limitations and how to best 
protect data shared or generated outside of HIPAA. 

Moreover, as additional data privacy policies and legisla
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CONSUMER-CENTRIC  

The onus to understand and ensure privacy policies are being properly followed 
currently falls on the consumer. This must change. Privacy policies are extremely 
long, difficult to understand, and not consumer friendly. Instead, there needs to be 
baseline rules that place limits on how health data is collected, shared, sold, and 
used. Strong rules will allow the consumer to know their health data will not be 
used in ways or for purposes that they did not know about, anticipate, and/or want. 
 
 

 

TRUST  

One of the central tenets of health care is maintaining a culture of trust in the 
physician-patient relationship. It is crucial to provide good quality health care. 
Patient trust in physicians, a multi-dimensional perception influenced by patient, 
physician, and situational factors, can either enable, or hinder the accuracy and 
quality of the information a patient shares with their provider. Numerous reports 
and surveys have been published that emphasize the need for security and privacy 
assurances to improve consumer experience. These resources have also shown 
that transparency is a crucial element of building and maintaining patient trust. 
 
 

 

REGULATION 

Regulation of information in the U.S. takes a sectoral approach. The federal 
government should have clear responsibilities for enforcing health data privacy 
protections both within and outside of HIPAA and ensuring that consumers have 
assurance that their rights are being upheld. Regulations governing the sharing and 
protection of patient health information must be harmonized to meaningfully 
improve patients’ access to their health data and advance interoperability while 
safeguarding patient privacy and security.  Any new authority should align fully 
with HIPAA and not duplicate or create additional burden and complexities for 
covered entities and consumers.  
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