


become more limiting as the number of different technology players in the market decreases and 

providers are unable to adopt the few, if any, alternatives available to them. We believe HHS has the 

authority necessary to strengthen the nation’s cybersecurity posture by increasing 



primary attack is mitigated, as we know recovery work continues after an intruder is removed from a 

system.  

3. Support provider organizations through post-incident cleanup activities. 

Provider organizations require continued support as part of post-incident cleanup activities. This includes 

providing guidance and organizational support throughout the breach notification process. Large scale 

infrastructure attacks lead to confusion including who must report and when under federal 

requirements. We recommend HHS provide robust guidance in the wake of these types of attacks to 

ensure providers understand the department’s expectations.  

Requiring attacked technology organizations to support post-incident processes, such as post
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